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Agenda

Intro

L e ttabksabout Data Consistency,
What about Recovery?

To boldly go where no man has
gone before !

Wrap-Up and Q & A
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Intro

Who is 100% happy with their VM backup strategy?

Who knows how consistent their VM backups are?

Who knows how they can recover from their VM backups?

Who knows what they can recover from their VM backups?
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Data Consistency In the
virtual world



Let 0s defi ne ndata consi St

According to Wikipedia, data consistency summarizes the
validity, accuracy, usability and integrity of related data between
applications and across the IT enterprise, ensuring that each
user observes a consistent view of the data, including visible

changes made by the user's own transactions and transactions
of other users or processes.



http://en.wikipedia.org/wiki/Consistent

There are 3 basic types

A Point-in-Time Consistency: All of the inter-related data
components (either a group of data sets or a set of logical
volumes) are as they were at any single instant in time.

A Transaction Consistency: Data consistency within the scope
of a single transaction.

A Application Consistency: Data consistency within the
confines of many different transaction streams from one or
more applications.



Point-in-Time Consistency

A Point-in-time consistent backup with no filesystem consistency
A Crash consistent
A SAN based snapshot without using the Sync driver or VSS provider

A Point-in-time consistent backup with filesystem consistency
A Filesystem consistent

A Using Vmware Tools to envoke Sync driver or VSS provider and
requestor (depending on OS)



Application Consistency

A Via VSS support starting from ESX 3.5 update 2

A To be able to use the VSS component, the virtual machines

should have the following guest operating systems:

A Windows Server 2003 325it/64 it
A Windows Vista 322it/64 it
A Windows Server 2008 322it/64 it

A Applications must support VSS quiescing

A The Devil is in de details !



Transaction Consistency

A Transaction consistency is similar to Application consistency
but on a smaller scaleeé a s tramgadtien

A This level of consistency needs interaction with the application

A Traditional application backup agents
A Application integrated storage snapshots



Overview

Guest Operating System ESX Server 3.5 U1 or Earlier ESX Server 3.5 U2 or Later

and Corresponding and Corresponding

VMware Tools VMware Tools

Windows 2000 322it
Windows XP 322it

Windows 2003 322it

Windows 2003 642it

Windows Vista 322it/64dit

Windows 2008 322it/64Dit

Other guest operating systems

SYNC driver
FileAystem consistent

quiescing

SYNC driver
FileAystem consistent

Quiescing

CrashZonsistent quiescing

CrashZonsistent quiescing

CrashZonsistent quiescing

CrashZonsistent quiescing

SYNC driver
FileAystem consistent

quiescing

VMware VSS component

ApplicationZonsistent quiescing for application
that have a vss driver/writer.

VMware VSS component

ApplicationZonsistent quiescing for application
that have a vss driver/writer.

VMware VSS component
FileAystem consistent

quiescing
VMware VSS component

FileZ&ystem consistent

quiescing

CrashZonsistent quiescing
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Approaching Backup
from a Recovery
Perspective



Why Focus on Recovery?

A Consider the answer when determining the question

A Most data protection environments are designed around backup
requirements, not restore requirements

A Restore issues should typically be a high priority when designing
backups

A Ultimately, your backup implementation will be a compromise between
these two criteria



"Recovery Considerations

ypes of restore requests

2 virtual machine
cation (object level) restores
dware environment

ter recovery plan
much time are you allowed




What determines the type of recovery operation?

A Level of data consistency
A Similar to backup: point-in-time and application consistency

v

A Level of granularity
A Upto a certain transaction
A One or more guest files
A One or more disks (VMDKS)
A One or more vitual machines
A One or more datastores
A Site

- Level of granularity may not be tied to the backup level
granularity



oint in time consistent recove

p solutions for VMware take these kind

ger/Veeam/ é
are Data Recovery

nding on the Guest OS you can restore in different
nularity



Application consistent Recovery

A Same as with point in time when the application and the guest
OS supports VSS

A BUT rememberfit Heeili s i n the detail s

A NO VSS writer assisted recovery is possible using V mw a r cairéest
technology.

The only recovery mode available is point-in-time

Not possible to roll forward the logs to a specific point in time or
transaction.

A
A

So the only question that needs to be answered is wheter this level of
recovery is sufficienté FSanre it may, for others it may not!



SnapManager for Transaction

application xxx Consistent
Backup Agents

SnapManager for
application xxx
Backup Agents
VSS Aware Apps

Application
Consistent

Virtual Machine
OS Layer

File System
Virtual 10 VMware snapshot Consistent

Hypervisor

NFS/ISCSI/FC

1 Scheduled/Manual Consistent
Snapshot Volume

Storage disk

virtualization Layer
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vStorage API



