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Intro

Who is 100% happy with their VM backup strategy?

Who knows how consistent their VM backups are?

Who knows how they can recover from their VM backups?

Who knows what they can recover from their VM backups?



Data Consistency in the 

virtual world



Letôs define ñdata consistencyò

According to Wikipedia, data consistency summarizes the 

validity, accuracy, usability and integrity of related data between 

applications and across the IT enterprise, ensuring that each 

user observes a consistent view of the data, including visible 

changes made by the user's own transactions and transactions 

of other users or processes.

http://en.wikipedia.org/wiki/Consistent


There are 3 basic types

ÁPoint-in-Time Consistency: All of the inter-related data 

components (either a group of data sets or a set of logical 

volumes) are as they were at any single instant in time.

ÁTransaction Consistency: Data consistency within the scope 

of a single transaction.

ÁApplication Consistency: Data consistency within the 

confines of many different transaction streams from one or 

more applications.



Point-in-Time Consistency

ÁPoint-in-time consistent backup with no filesystem consistency

ÁCrash consistent 

ÁSAN based snapshot without using the Sync driver or VSS provider

ÁPoint-in-time consistent backup with filesystem consistency

ÁFilesystem consistent

ÁUsing Vmware Tools to envoke Sync driver or VSS provider and 

requestor (depending on OS)



Application Consistency

ÁVia VSS support starting from ESX 3.5 update 2

ÁTo be able to use the VSS component, the virtual machines 

should have the following guest operating systems:
ÁWindows Server 2003 32Ȥbit/64Ȥbit

ÁWindows Vista 32Ȥbit/64Ȥbit

ÁWindows Server 2008 32Ȥbit/64Ȥbit

ÁApplications must support VSS quiescing

ÁThe Devil is in de details !



Transaction Consistency

ÁTransaction consistency is similar to Application consistency

but on a smaller scale é a single transaction

ÁThis level of consistency needs interaction with the application

ÁTraditional application backup agents

ÁApplication integrated storage snapshots



Overview

Guest Operating System ESX Server 3.5 U1 or Earlier

and Corresponding

VMware Tools

ESX Server 3.5 U2 or Later

and Corresponding

VMware Tools

Windows 2000 32Ȥbit

Windows XP 32Ȥbit

SYNC driver

FileȤsystem consistent

quiescing

SYNC driver

FileȤsystem consistent

quiescing

Windows 2003 32Ȥbit

SYNC driver

FileȤsystem consistent

Quiescing

VMware VSS component

ApplicationȤconsistent quiescing for application 

that have a vss driver/writer.

Windows 2003 64Ȥbit CrashȤconsistent quiescing

VMware VSS component

ApplicationȤconsistent quiescing for application 

that have a vss driver/writer.

Windows Vista 32Ȥbit/64Ȥbit CrashȤconsistent quiescing

VMware VSS component

FileȤsystem consistent

quiescing

Windows 2008 32Ȥbit/64Ȥbit CrashȤconsistent quiescing

VMware VSS component

FileȤsystem consistent

quiescing

Other guest operating systems
CrashȤconsistent quiescing CrashȤconsistent quiescing



Approaching Backup 

from a Recovery 

Perspective



Why Focus on Recovery?

ÁConsider the answer when determining the question

ÁMost data protection environments are designed around backup 
requirements, not restore requirements

ÁRestore issues should typically be a high priority when designing 
backups

ÁUltimately, your backup implementation will be a compromise between 
these two criteria



Recovery Considerations

ÁCommon types of restore requests

Á Individual files

ÁEntire virtual machine

ÁApplication (object level) restores

ÁHardware environment

ÁDisaster recovery plan

ÁHow much time are you allowed



What determines the type of recovery operation?

ÁLevel of data consistency

ÁSimilar to backup: point-in-time and application consistency

ÁLevel of granularity

ÁUpto a certain transaction

ÁOne or more guest files

ÁOne or more disks (VMDKs)

ÁOne or more vitual machines

ÁOne or more datastores

ÁSite

Level of granularity may not be tied to the backup level 

granularity



Point in time consistent recovery

ÁMost backup solutions for VMware take these kind of backups

ÁVCB

ÁvRanger/Veeam/é

ÁVMware Data Recovery

ÁDepending on the Guest OS you can restore in different levels

of granularity



Application consistent Recovery

ÁSame as with point in time when the application and the guest

OS supports VSS

ÁBUT remember ñthe devil is in the detailsò ?

ÁNO VSS writer assisted recovery is possible using Vmwareôscurrent

technology.

ÁThe only recovery mode available is point-in-time

ÁNot possible to roll forward the logs to a specific point in time or

transaction.

So the only question that needs to be answered is wheter this level of 

recovery is sufficienté  For some it may, for others it may not!



Recovery Consistency Overview
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vStorage API


