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VMware Security Strategy
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Core Platform 

Security

ÅNew platform 

hardening 

features further 

enhance robust 

security 

capabilities

ÅThin-hypervisor 

strategy

ÅMemory 
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Isolation by Design
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CPU & Memory Virtual Network Virtual Storage

ÅVirtual Machines only 

see virtual SCSI 

devices, not actual 

storage

ÅExclusive virtual 

machine access to 

virtual disks enforced 

by VMFS using SCSI 

file locks

ÅNo code exists to link 

virtual switches

ÅVirtual switches 

immune to learning 

and bridging attacks

ÅVMs have limited 

access to CPU

ÅMemory isolation 

enforced by 

Hardware TLB

ÅMemory pages 

zeroed out before 

being used by a VM
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Biggest Security Risk: Misconfiguration

Neil MacDonald ïñHow To Securely Implement Virtualizationò

ñLike their physical counterparts, 

most security vulnerabilities will be 

introduced through misconfiguration

and mismanagementò
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How Virtualization Affects Datacenter Security
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Abstraction and Consolidation
Collapse of switches and servers 

into one device

Åŷ Flexibility

Åŷ Cost-savings

ÅŹ Lack of virtual network 

visibility

ÅŹ No separation-by-default

of administration

Åŷ Capital and Operational Cost 

Savings

ÅŹ New infrastructure layer to 

be secured

ÅŹ Greater impact of attack or 

misconfiguration



How Virtualization Affects Datacenter Security
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Faster deployment 

of servers
VM Mobility VM Encapsulation

Åŷ Ease of business 

continuity

Åŷ Consistency of 

deployment

Åŷ Hardware 

Independence

ÅŹ Outdated offline 

systems

ÅŹ Unauthorized Copy

Åŷ Improved Service 

Levels

ÅŹ Identity divorced 

from physical 

location

Åŷ IT responsiveness

ÅŹ Lack of adequate 

planning

ÅŹ Incomplete 

knowledge of 

current state of 

infrastructure

ÅŹ Poorly Defined 

Procedures

ÅŹ Inconsistent 

Configurations
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